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The U.S. Department of Education has recently released revisions to the rules that govern the release of student education records, issued pursuant to the Family Educational Rights and Privacy Act or “FERPA.”  These new rules, which took effect on January 8, 2009, grant colleges and universities a good deal more flexibility when investigating or reporting possible health and safety emergencies.  The purpose behind these new standards was in part to address perceived difficulties in sharing student information in the run up to and aftermath of the Virginia Tech shootings in 2007.  Campuses, however, might also see greater liability risks accompanying the increase in flexibility, especially if campus officials fail to appreciate that there is now more that they can do when they perceive a possible safety risk to their campus community.  

The new rules also address a number of other student record issues that may prove important to colleges and universities.  Set forth below is a detailed discussion of the new “health or safety” standards in the FERPA rules, and much briefer references to some of the other changes.  

Background on FERPA

 Readers should recall that FERPA has two central accomplishments.  First, it generally permits students to inspect and review their “education records.” Second, it prohibits access by all others to personally identifiable information contained in education records, unless the student has given written consent to release the personally identifiable information or unless there is some other specific exception that permits disclosure without written student consent.  For example, the most familiar exception is the one that permits “school officials” to access education records without consent, as long as the school official has a “legitimate educational interest” in the information being accessed.  The federal regulations define “education records” as records that are “directly related” to a student and are maintained by the educational agency in any form, or by a person acting for the agency.
  There are some exceptions to this definition, but those are not particularly relevant here.
The list of specific exceptions is fairly extensive, and often overlooked.  For many years this list has included an exception permitting the release of personally identifiable information to address a “health or safety emergency.”
  Under the old rules, this disclosure could happen “if knowledge of the information is necessary to protect the health or safety of the student or other individuals.”
  The rule also permitted disclosure to officials in other educational settings, but only if they had “legitimate educational interests in the behavior of the student,” such as when the student might be participating in some activity at that other setting.  Most importantly, the federal regulations at the time demanded that this “health or safety emergency” exception be “strictly construed” to limit its reach.

College and university officials were often uncertain about what was permitted under this exception, who was authorized to receive the information, and how much information could be shared.  It was unclear if information could be passed to potential victims or their families, and it was unclear if information could be shared for the specific purpose of determining the nature of the risk.

The New “Health or Safety” Exception
The new regulations that went into effect on January 8, 2009, go a long way toward addressing these questions.  And to the extent that the new regulations themselves might fall short in certain areas, an extensive commentary that accompanies the new regulations and was written by the U.S. Department of Education provides even greater detailed guidance for campus officials.  This Commentary notes that the purpose of these changes is to provide “school officials with the flexibility to act quickly and decisively when emergencies arise.”

The new rules continue to permit the release of personally identifiable information about a student without his or her consent when “necessary to protect the health or safety of the student or other individuals.”

The new regulation removes any reference at all to this terminology being “strictly construed.”  Instead, that language is replaced by the following, which is worth quoting at length:

In making a [health or safety] determination … an educational agency or institution may take into account the totality of the circumstances pertaining to a threat to the health or safety of a student or other individuals.  If the educational agency or institution determines that there is an articulable and significant threat to the health or safety of a student or other individuals, it may disclose information to any person whose knowledge of the information is necessary to protect the health or safety of the student or other individuals.  If, based on the information available at the time of the determination, there is a rational basis for the determination, the Department will not substitute its judgment for that of the educational agency or institution in evaluating the circumstances and making its determination.


Because campus officials can consider the “totality of circumstances” in determining whether there is a health or safety emergency, these officials can act on something other than just a specific threat.  There may be a collection of circumstances about a student, in addition to statements that he or she has made, that together give rise to the conclusion that the student presents a health or safety emergency.  The rule states that the educational agency must make a determination that “there is an articulable and significant threat to the health or safety of a student or other individuals.”  According to the official Commentary, a threat is “articulable” if an educational official is able “to express in words what leads the official to conclude that a student poses a threat.”  The Commentary also explains that a threat is “significant” if it is “noticeably or measurably large.”  The Commentary then sums up the language as follows:
Taken together, the phrase “articulable and significant threat” means that if a school official can explain why, based on all the information then available, the official reasonably believes that a student poses a significant threat, such as a threat of substantial bodily harm, to any person, including the student, the school official may disclose education records to any person whose knowledge of information from those records will assist in protecting a person from that threat.

In short, the campus official must be able to explain why, based on the information available to him or her, the official believes the student poses a significant threat, such as a threat of substantial bodily harm. Once a college or university has determined there is an articulable and significant threat, then the institution may release the personally identifiable information that the institution “determines may be helpful in providing appropriate protection from the threat.”
  One would assume that the release of information could include information on the full “totality of the circumstances” that led to the determination that there is an “articulable and significant threat,” because that totality of circumstances will likely be needed by the receiver of the information to understand the threat and to take appropriate protective steps.

The purpose of the release of information is to protect the student and/or others from harm, attack or injury.  The release would therefore be in response to “an actual, impending, or imminent emergency, such as a terrorist attack, a natural disaster, a campus shooting or the outbreak of an epidemic….”  Importantly, however, the Commentary goes on to note:  

An emergency could also be a situation in which a student gives sufficient, cumulative warning signs that lead an educational agency or institution to believe the student may harm himself or others at any moment.

The Commentary then goes on to discuss at some length the persons to whom the release of information can be made.  On a general note, the Commentary explains that the purpose of the release is to protect health and safety.  Thus, one obvious example that is listed is disclosure to law enforcement officials, assuming that the institution concludes that they would be helpful in preventing the threat.  The Commentary also makes the helpful point that the release can be “to a potential victim and the parents of a potential victim,” because such a release may be important to protecting the health or safety of the potential victim. Thus, when educational officials determine from the totality of the circumstances that a student presents an “articulable and significant threat” to some other person, educational officials would be permitted under the law to release to the potential victim (and his or her parents) personally identifiable information about the threat and the person who presents the threat to the student.  Of course, they also could release the information to law enforcement, and it is hard to imagine finding an articulable and significant threat and then releasing that information only to the victim and victim’s parents, and not to the police.  

The Commentary goes further than this, however.  It states that once an institution reasonably believes that a student poses a threat of bodily harm to others, the institution may also “disclose information from education records to current or prior peers of the student or mental health professionals who can provide the institution with appropriate information to assist in protecting against the threat.”
  In a similar vein, educational officials could also disclose information about the student “to other schools or institutions which the student previously attended,” again in an effort to gather further information that might be helpful in preventing the potential harm.  In this situation, the Commentary states that the former school or institution
would not need to make a separate determination regarding the existence of an articulable and significant threat to the health or safety of a student or others, and could rely instead on the determination made by the school currently attended by the student in making the disclosure.


Importantly, this does not seem to justify sharing student information for the purpose of determining the threat.  Yet once an educational official has rationally determined, based on the totality of circumstances available to the institution, that a student presents an articulable and significant threat, at that point the educational official could then reveal information to appropriate persons for the purpose of  preventing that threat.  This includes release to persons who could stop the threat – such as to law enforcement or to the victim and his parents – but also could include release to persons or institutions who might be helpful in determining how best to intervene to prevent the threat.  The Commentary seems to envision discussions with peers or friends of the student in an effort to better understand the threat already determined, or discussions with officials from prior institutions who might also be able to advise based on their own experiences with this student, or release to mental health professionals who may have worked with the student in the past.  And according to the Commentary, the officials from the prior educational program could rely on the health or safety determination by officials from the current institution in making their own release of information to those current officials, even without a student’s consent.
  

There is some discussion in the Commentary about which educational officials should make the release of information in question. The Commentary does not answer that question, leaving it up to the educational institution. Yet the Commentary states that it might be helpful to have a policy addressing this issue, and then goes on to recommend that colleges/universities develop “threat assessment teams” to assist in determining the nature and extent of a particular threat.  These teams could include mental health professionals and law enforcement officials.  

Importantly, the new regulations include a record keeping requirement in relation to the health or safety exception.  If educational officials release personally identifiable information without student consent pursuant specifically to the health or safety exception, then they must create a record of that release, and the record must include: 1) The articulable and significant threat to health or safety of a student or other individuals that formed the basis for the disclosure; and 2) the parties to whom the agency or institution disclosed the information.
  The purpose of this record is so that educational officials can document for the student or the U.S. DOE the circumstances that led to the health or safety determination justifying the disclosure.  The educational institution must maintain this record with the student’s other education records for as long as the education records are being maintained.
  A student would have a right to inspect and review this education record.  The institution must create the record within a reasonable time after the disclosure has been made.

Final Thoughts on the Health or Safety Exception

These changes to the health or safety exception in FERPA give educational officials significantly more leeway to respond to health or safety emergencies in a manner that is likely to protect the safety of those involved.  Yet there are additional liability issues associated with these changes. If colleges/universities fail to incorporate these changes into their standard responses to safety issues, there may be some increased claims of negligence for injuries to others, if the victim or victim’s family were to assert that the injuries could have been avoided had the institution fully shared information to the extent permitted by the new regulations. It is difficult to predict the outcome of such claims, but institutions should train staff about these new standards and attempt to incorporate them into regular educational practices.  

Other FERPA changes


There are other changes in the new FERPA regulations, which we are unable to review in depth here.  Yet readers should take note that there are changes to the definitions of “directory information” narrowing the language of that term.  There is also an important change in what it means to “disclose” personally identifiable information, excluding from the term the release of a record to “the party identified as the party that provided or created the record.”
  This change is in response to concerns that some records may not be authentic.
There is also an important change in the definition of personally identifiable information, giving more specificity to when a release that has had personal identifiers removed might nevertheless be impermissible, because the information released “is linked or linkable to a specific student” and would allow a reasonable person in that educational community to identify who the student in question is.


The new regulations also provide additional details on who qualifies as a “school official” who can review education records when there is a legitimate educational interest, underlining that third parties who are providing a service to the institution, even though not in their actual employ, can often review them if certain standards are met.


It is important to emphasize that colleges and universities will need to revise all their FERPA policies and notices to reflect these changes, and will need to educate staff on the changes at issue. 
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